


With children in Singapore being among the youngest in the world to go online3, 
they can be more susceptible to online dangers. As such, it becomes even more 
important to keep our children safe in the age of the Internet. Christopher Anthony, 
Deputy Director from the Critical Information Infrastructure Division at CSA, 
shares what he did when his 15-year-old daughter received a phishing message 
and dishes out tips on how he keeps his daughter safe online. 

My daughter received a phishing message on WhatsApp purportedly from Amazon 
which requested her to log in to a given link to change the delivery date and time, 
failing which the item which she purportedly had bought would be delayed in delivery. 
My daughter’s immediate reaction was one of puzzlement because she did not make 
any purchase from Amazon and hence was not expecting a delivery. She informed 
me about the WhatsApp message, and I advised her to delete it immediately. 
I also affirmed her correct reaction not to immediately act on the instructions.

WHAT DID YOU DO WHEN YOUR DAUGHTER ENCOUNTERED A PHISHING EMAIL?Q:

A:

The first thing that parents should do is to check with their child if he or she had shared 
any personal information like login credentials to their online accounts or their banking 
details. If the child had shared such information on websites, then the next step 
parents should take is to immediately notify the bank, change all their passwords 
and thereafter scan their devices with an anti-virus software to detect and remove 
any unauthorised installations or malware residing in their devices. 

WHAT CAN YOU DO WHEN YOUR CHILD HAS UNKNOWINGLY 
DOWNLOADED MALICIOUS SOFTWARE?

Q:

A:

Firstly, I ensure that all the devices used at home are installed with anti-virus software 
and that automatic updates are turned on. I have not installed any parental controls 
on my daughter’s laptop because I feel that it is important to teach her about online 
dangers and how she can keep herself safe online. 

I have shared with my daughter that free public Wi-Fi is not always safe 
and that she needs to exercise caution when she connects to public Wi-Fi. 
My daughter is also able to identify the signs of a phishing email just like in the case 
of the phishing message she received on WhatsApp, and she does not click on strange 
links. I have also taught my daughter not to pick up calls from unknown numbers 
and delete spam emails without even looking at them. It is very important for parents 
to teach their children how to be safe online as it will go a long way in changing the 
way they navigate the Internet. 

WHAT ARE THE STEPS YOU TAKE TO ENSURE YOUR DAUGHTER STAYS SAFE ONLINE?Q:

A:




