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DO YOU KNOW WHAT ISTWO-FACTOR
AUTHENTICATION (2FA)?

IN THE PHYSICAL WORLD IN THE DIGITAL WORLD
WE STAY SAFE a WE SAFEGUARD OUR

8Y LOCKING OUR DOOR. PERSONAL INFORMATION
WE ALSO LOCK THE _ ° AND MONEY 8Y
GATE AS A SECOND USING A STRONG

LAYER OF PROTECTION. PASSWORD AND 2FA.

2FA uses more than one type of information +0 identify
Who you ore in order +0 gront you Occess +0 youwr online account.

(8w B oa §

SOMETHING YOU KNOW SOMETHING YOU HAVE SOMETHING YOV ARE
(PASSWORD) (ONE-TIME PASSWORD (OTP) (BIOMETRICS E.G. FINGERPRINT,
_ FROM A 2FA TOKEN) FACIAL Recoenmon)\g

A second layer of security ensures that even if the bad guys
Obtain your password, your account is still protrected
i¥ they are unable ¥o get hold of a second factor.

Better

. :SR Get more cyber tips at \/
SINGAPORE www.csa.gov.sg/sgcybersafestudents ~

than sorry




